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ABSTRACT

With the development of Internet, cyber attack has become a major threat. To detect cyber attacks, intrusion detection
system(IDS) has been widely deployed. But IDS has a critical weakness which is that it generates a large number of false
alarms. One of the promising techniques that reduce the false alarms in real time is machine learning. However, there are
problems that must be solved to use machine learning. So, many machine learning approaches have been applied to this
field. But so far, researchers have not focused on features. Despite the features of IDS alerts are important for performance
of model, the approach to feature is ignored. In this paper, we propose new feature set which can improve the performance
of model and can be extracted from a single alarm. New features are motivated from security analyst’s know-how. We
trained and tested the proposed model applied new feature set with real IDS alerts. Experimental results indicate the
proposed model can achieve better accuracy and false positive rate than SVM model with ordinary features.
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Table 1. 10 new features list

No Feature
1. Is source IP in the target network?
9 Is destination IP in the target

network?

Does the payload have Referer?

Does the payload have 200 OK'?

How many does the payload have
security-related strings?

The TTL value in the payload

The length of the payload

Does web-server use common port?
Which form does the payload use for
‘Host'?

What kind of User-agent does the

10. payload use?

1. Is source IP in the target network?
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2. Is destination IP in the target
Network?
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3. Does the payload have Referer'?
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4. Does the payload have 200 OK'?
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5. How many does the payload have
security-related strings?
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9. Which form does the payload use for
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Table 2. 7 basic features list

1. Source IP 5. Event class
2. Destination IP 6. Priority
3. Source Port 7. Protocol

4. Destination Port
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Table 3. Types of classification of data

True Alarm False Alarm
(Classified) (Classified)
True Alarm
TP FN
(Actual)
False Alarm
FP TN
(Actual)

Accuracy
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= TP+ TN+ FP+FN ¢
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Table 4. Experiment Data for training and test

Training Test
Date 2017-07-01 | 2017-07-02

# of True 2.320 2.462
Alarms

# of False 49 456 96,446
Alarms

# of Total 51.776 98,908
Alarms
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Fig. 2. The accuracy graph according to ¢ and
gamma
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Table 5. Evaluation results

Accuracy 99.33%
True Positive Rate 93.99%
False Positive Rate 0.53%

F1 score 0.88

Table 6. Result of classification of test data

True Alarm False Alarm
(Classified) (Classified)
True Alarm
(Actual) 2.314 148
False Alarm
12 4
(Actual) g 95.93

Table 7. Comparison with other result

Meng and Proposed
Kwok(15] Method
Accuracy 88.21% 99.33%
False
13.4% 539
Positive Rate 3.4% 0.58%
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